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Abstract
Misinformation and disinformation threaten global public
trust in news media. Generative AI exacerbates mistrust by
making it difficult to distinguish authentic images from AI-
generated ones. This study examines whether accompanying
images with C2PA (Coalition for Content Provenance and
Authenticity) provenance labels can restore trust. C2PA is an
open standard that cryptographically secures and describes
a media file’s origin and editing history. We conducted an
online experiment with N = 6, 114 participants, reflect-
ing audiences of six major news sources in the US, UK,
and Norway. Each participant evaluated six news article pre-
views with images, either accompanied by a provenance label
(three levels of detail) or not. Presenting provenance meta-
data to participants significantly improved their perceptions
of an image’s transparency and credibility, and also increased
feelings of trust in a presented news source. These results
show that verifiable provenance makes visual content more
inspectable and strengthens brand trust. By adopting C2PA
or similar frameworks, news organizations can counter AI-
generated disinformation and improve audience trust.

Introduction & Related Work
Determining the authenticity of digital images has become
increasingly challenging. Recent advances in generative AI
have made it easier and more affordable than ever to cre-
ate, adapt, and manipulate visual media to look remarkably
authentic (Langguth et al. 2021; Hwang and Oh 2023). Plat-
forms such as ChatGPT demonstrate the ability of generative
AI to produce convincing synthetic photos and short videos
(Bansal et al. 2024). Consequently, distinguishing authen-
tic from manipulated content is difficult for users of digital
news platforms (Newman et al. 2024). This is illustrated by
research findings that individuals are generally less accurate
in identifying authentic and true information than in identi-
fying false news (Pfänder and Altay 2025).

Generative AI has intensified global concerns about mis-
information and disinformation (Cavaciuti-Wishart et al.
2024; Ipsos 2023). According to a survey by Ipsos and UN-
ESCO, 94% of 8,000 international respondents reported ex-
periences of being misled by online disinformation (Ipsos
2023). Such experiences with ‘fake content’ align with de-
clining trust in media across many nations (Egelhofer and
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Lecheler 2019; Strömbäck et al. 2020). For instance, Gallup
found that only 32% of U.S. respondents trusted mass me-
dia in 2023, marking an 8% drop since 2020 (Brenan 2023).
Similarly, the Reuters Institute Digital News Report shows
decreasing media trust in most of the 47 countries stud-
ied, including Greece and Hungary with trust levels of just
23%. Only a few countries, such as Norway (55%) and Fin-
land (69%), have maintained relatively stable trust scores
(Newman et al. 2024). The increasing proliferation of AI-
generated media further threatens trust in news media, un-
dermining the public’s ability to establish shared social be-
liefs and concerns (Strömbäck et al. 2020; Hanitzsch, Dalen,
and Steindl 2018; Coleman 2012).

Given these challenges, news users could greatly ben-
efit from tools that help assess the credibility of content.
One promising approach is the implementation of prove-
nance labels, which clearly indicate to what extent images
have been edited or generated by AI (Nsoesie and Ghassemi
2024; Wittenberg et al. 2024). An emerging framework de-
signed to improve image transparency is the Coalition for
Content Provenance and Authenticity (C2PA), closely asso-
ciated with initiatives such as Project Origin1 and the Con-
tent Authenticity Initiative2. C2PA enables one to trace the
history of origin and modification of digital media through
verifiable metadata, including the history of editing, the au-
thorship, and spatio-temporal details (Coalition for Content
Provenance and Authenticity 2025). This approach is analo-
gous to the transparency methods used in AI systems, where
clarifying the mechanisms of algorithms, which are often
perceived as opaque “black boxes”, has been shown to fos-
ter greater user trust (Bansal et al. 2024; Liu 2021; Zerilli,
Bhatt, and Weller 2022).

Integrating C2PA provenance information into news arti-
cles can offer concrete methods to improve credibility, trans-
parency, and accountability (Strömbäck et al. 2020; Fisher
2016). This aligns with broader recommendations to make
verification processes integral to journalism (Kovach and
Rosenstiel 2021; Silverman 2020). Recent efforts to adopt
provenance labels based on C2PA are emerging, although
empirical peer-reviewed studies that evaluate their effective-
ness remain scarce. Feng et al. (2023) explored the use of

1https://www.originproject.info/ (accessed April 25, 2025).
2https://contentauthenticity.org/ (accessed April 25, 2025).



C2PA labels in a social media context and found that prove-
nance labeling helped users detect manipulative content.
However, it also reduced trust in credible sources, suggest-
ing challenges in differentiating between source and prove-
nance credibility (Tsfati and Cappella 2003). Similarly, ex-
isting literature has primarily examined textual rather than
image-based provenance labels. For example, Martel and
Rand (2024) demonstrate the positive influence of textual
fact-checking labels on trust toward fact checkers.

BBC Research & Development has recently piloted the
implementation of “Content Credentials”. These are image-
based provenance labels, which have been used in a small
number of public articles (Astier and Avagnina 2024), as
well as in internal studies (Monday and Strappelli 2024;
Marcus 2024). One study shows that the use of Content Cre-
dentials labels on the BBC website increases trust among
83% of participants, while 96% consider the Content Cre-
dentials to be useful (Monday and Strappelli 2024). Al-
though they suggest with their findings that trust is fostered
by increasing transparency and accountability through the
presented provenance information (see also Strömbäck et al.
(2020) and Fisher (2016)), this is not validated by measuring
such concepts. Moreover, the described studies are not peer
reviewed and apply only to a single platform, focusing on
trust in the BBC News brand (Monday and Strappelli 2024).

We address these gaps by offering a robust investigation
of the impact of C2PA provenance labels on source trust.
On the one hand, we verify the preliminary research by in-
quiring perceived transparency of provenance labels, which
is shown by Feng et al. (2023) in their studies on prove-
nance labels on social media. On the other hand, we contex-
tualize source trust within a broader theoretical framework
of news media trust by Strömbäck et al. (2020), focusing
on the perceived credibility of images and its underlying di-
mensions of fairness, accuracy, and bias (Gaziano and Mc-
Grath 1986; Meyer 1988). Strömbäck et al. (2020) consider
the role of news media as an entity that informs the pub-
lic, which supports democratic processes as a result (Hel-
berger 2019; Holbert 2005). In doing so, one can differen-
tiate between aspects of news at different levels of aggrega-
tion, ranging from news media in general to specific media
content (Strömbäck et al. 2020). C2PA technology, opera-
tionalized as provenance labels, could affect how individual
citizens consume media content and news stories. One of the
transactions in news consumption is accepting the veracity
of the information presented (Strömbäck et al. 2020), deem-
ing the accuracy and unbiasedness of the information to be
important determinants of news credibility and consumption
(Coleman 1998; Mayer, Davis, and Schoorman 1995).

To conceptualize perceived image credibility, we fol-
low research on believability and credibility indices that
show how trust is merely one of credibility’s subdimensions
(Gaziano and McGrath 1986; Meyer 1988; West 1994).
Gaziano and McGrath (1986) have identified sixteen sub-
dimensions of perceived credibility of news media, which
were later reduced to five items that can be applied to the dif-
ferent levels of news trust analysis (Meyer 1988; Strömbäck
et al. 2020; West 1994). Some of these items can be at-
tributed to text-based content, such as factual trust and com-

pleteness, but also dimensions that can relate to image cred-
ibility, such as fairness, unbiasedness, and information ac-
curacy. In this paper, we will focus on image credibility as a
phenomenon of media content, and use it to predict trust in a
news source or brand, which is set at a higher level of aggre-
gation than media content (Strömbäck et al. 2020). We note
that empirical examinations of the relation between media
content and trust in media brands are rare (Chan-Olmsted
and Kim 2023; Strömbäck et al. 2020).

Furthermore, we go beyond the evaluation of a single me-
dia brand. We investigate the effects of provenance labels
for six international news sources from the UK, US, and
Norway, representing varying baseline levels of trust (high
and low). For instance, we compare effects on highly trusted
sources such as BBC News and less trusted counterparts
such as The Sun (Newman et al. 2024). As we investigate
the effects on different levels of news media, including indi-
vidual brands (i.e., source trust) and media content (i.e., im-
age transparency and image credibility), we hypothesize that
transparency and perceived image credibility serve as path-
ways for increasing trust, where we will specifically exam-
ine mediating effects between image provenance, perceived
credibility (i.e., both level of media content) and source
trust (i.e., level of media brands). Furthermore, we analyze
whether trust responses vary by country, and whether the ef-
fectiveness of provenance transparency depends on baseline
trust levels in respective news markets.

Our study operationalizes C2PA provenance information
across three increasingly detailed levels, ranging from mini-
mal verification signals to comprehensive metadata disclo-
sure (see Figure 1). While greater detail is generally ex-
pected to enhance transparency and trust, preliminary BBC
research indicates a potential “overshoot”, suggesting sim-
pler labels may sometimes be more effective (Monday and
Strappelli 2024; Halford 2024; Marcus 2024). Our research
thus seeks to test this assertion through the following re-
search question:

How does displaying provenance information for
news article images affect source trust, image cred-
ibility and transparency in three countries (Norway,
UK, US), and does this effect vary between low-trust
and high-trust sources?

Given varying levels of media trust across the UK, US,
and Norway (Newman et al. 2024), the study examines
whether similar patterns can be observed across the selected
countries and news sources. We also report whether the
granularity of provenance details directly corresponds to in-
creases in transparency, image credibility, and trust, partic-
ularly across intermediate and high levels of provenance in-
formation. In addition, our goal is to investigate whether the
baseline trust level of a news outlet influences the effective-
ness of provenance information in enhancing trust. Specifi-
cally, we want to determine whether less trusted outlets ex-
perience a larger benefit from displaying provenance details.

In addition to baseline trust, we also examine the mod-
erating role of user familiarity. Prior research has found
that familiar sources are generally met with higher trust and
are preferred over unfamiliar ones (Peterson and Allamong



(a) Lvl 0 [No CC] (b) Lvl 1 [Logo Only] (c) Lvl 2 [Source CC] (d) Lvl 3 [Full CC]

Figure 1: Graded presentation of image provenance metadata in news-article mockups. Four interface variants display incremen-
tal levels of provenance information alongside a BBC mobile news article: (a) Level 0 [No CC], baseline with no provenance
metadata; (b) Level 1 [Logo Only], adds a compact “Content Credentials” (CC) badge indicating provenance availability; (c)
Level 2 [Source CC], expands the badge to show key metadata (photographer, creation date, location, edit note); and (d) Level 3
[Full CC], full provenance panel including verification statement, structured source attribution, detailed metadata and explicit
edit history. These variants were evaluated to determine the impact of provenance disclosure on reader trust and credibility
judgments of journalistic images.

2022; Pennycook and Rand 2019), making source familiar-
ity a relevant factor when assessing the impact of prove-
nance labels on trust. As we consider C2PA provenance la-
bels to support trust at the media content level (Strömbäck
et al. 2020), we hypothesize that the benefits of prove-
nance labels are greater for users who are unfamiliar with
the source, and smaller for regular users. This is supported
by preliminary findings from the BBC, which observed in-
creased trust among non-users when BBC news content in-
cluded provenance labels (Monday and Strappelli 2024). We
aim to investigate whether a similar effect occurs across a
variety of news sources.

Methodology
Overview
Our research question was examined through an online ex-
periment involving participants (N = 6,114) from Norway,
the UK, and the USA. Each participant viewed six news
articles, including a headline, introductory text, and an ac-

companying image with or without an image provenance
label (see Figures 1a-1d). All participants evaluated arti-
cles from their own country. Half of the articles presented
were sourced from low-trust media sources (The Sun [UK],
ABC Nyheter [NOR], Huffington Post [USA]) and half from
high-trust sources (BBC News [UK], NRK [NOR], CBS
News [USA]). Participants rated trust in each news source,
evaluated the perceived credibility of images, and the per-
ceived transparency of the provided information. Materi-
als can be found through our repository: https://anonymous.
4open.science/r/C2PA-3-country-study/.

Research Design

We conducted an online experiment designed to allow com-
parison with previous preliminary research (Marcus 2024;
Monday and Strappelli 2024). The study employed a 4
(provenance levels) × 2 (low-trust vs. high-trust source)
mixed research design. The provenance labels were inte-
grated into the previews of the news articles, comprising a



headline, an image, and an introductory paragraph. Figures
1a through 1d illustrate the layouts of specific articles and
the levels of provenance. The degree of provenance detail
from the C2PA content credentials (CC) presented beneath
each image was varied across four conditions: no credentials
(baseline), CC logo only (Level 1), CC with source informa-
tion including image description, source, date of creation,
and location (Level 2), and full CC details including veri-
fication practices and a specific description of image edits
(Level 3); all based on a pilot study (Marcus 2024).

Participants were randomly assigned to two distinct
provenance label conditions, each associated with either a
low-trust or high-trust news source, predetermined based on
the participant’s country of residence (e.g., BBC News and
The Sun for participants residing in the UK). Although some
participants were inadvertently assigned twice to the same
provenance condition, we retained them in our sample. Our
random-effects regression analysis could account for such
nested participant data.

Each participant encountered two sets of stimuli, each
comprising three articles. One set featured content from a
low-trust source, the other content from a high-trust source.
These sources were selected based on their trust ratings from
the most recent Reuters Institute Digital News Report at the
time (Newman et al. 2024). The study included participants
from Norway, the UK, and the USA. For each country, we
selected sources representing the highest and lowest levels
of trust, except in Norway. There, we excluded the lowest-
rated source, “Document.no”, due to its documented his-
tory of spreading misinformation, conspiracy theories, and
islamophobic content (Faktisk.no 2021; Gardell 2014), opt-
ing instead for the source with the next lowest trust rating.

The selected sources were NRK (80% trust, 10% distrust)
and ABC Nyheter (44% trust, 22% distrust) in Norway; CBS
News (52% trust, 28% distrust) and HuffPost (39% trust,
32% distrust) in the USA; and BBC News (62% trust, 22%
distrust) and The Sun (15% trust, 63% distrust) in the UK.

Procedure
The experimental procedure was designed in line with the
preliminary study conducted by the BBC (Monday and
Strappelli 2024). All participants provided their informed
consent before the study. Each participant followed an iden-
tical survey structure, differing only in the stimuli presented.
The survey was designed according to the ethical standards
of the Research Council of Norway and did not require fur-
ther review. It consisted of four primary sections.

Part 1 captured general information about participants’
online news consumption habits, trust in their national media
landscape (i.e., general media trust), and attitudes toward the
two selected sources. In addition, this section queried partic-
ipants’ interest and self-assessed knowledge about financial
and economic topics.

Part 2 evaluated the perceived clarity and comprehensi-
bility of the provenance information in the presented stim-
uli. Taken together, these items represented perceived image
transparency. Participants completed these assessments for
each of the three initial stimuli.

Part 3 focused explicitly on source trust. In addition, it
inquired on the perceived accuracy, fairness and perceived
bias of the images presented by that source (i.e., items for
perceived credibility). Participants also reported factors that
influenced their evaluations. Note that parts 2 and 3 were
repeated for a second set of three stimuli.

Part 4 provided a debriefing, explaining the study’s ob-
jectives and revealing differences in stimuli presentation
across experimental groups. The survey concluded with an
open-ended prompt inviting feedback on the provenance in-
formation’s presentation.

Materials
The survey was adapted to the specific contexts of each
participating country. Modifications included translating
the original English questionnaire into Norwegian and
customizing questionnaire items to reflect each country’s
unique news media landscape. Regarding language adjust-
ments, only minor wording variations were introduced in
the English questionnaires to account for differences be-
tween US and UK English. The Norwegian translation was
reviewed and verified by two native Norwegian speakers.
Additionally, the selection options were adjusted from the
original UK version by utilizing data from YouGov3 for the
US context and Medietall4 for Norway.

The survey stimuli consisted of typical news headlines
presented alongside an introductory sentence and a cover
image, all formatted for mobile viewing. Participants were
exposed to varying levels of image provenance information,
divided into four distinct groups (see Figure 1). Level 0
did not include provenance details. Level 1 provided basic
provenance information, such as the logo and the name of
the information provider. Level 2 expanded upon this by in-
corporating source, creation date, location details, and infor-
mation on image edits. Finally, Level 3 included comprehen-
sive verification details, an image description, and a detailed
account of previous edits.

The provenance information was sourced primarily from
respective news sources and original image providers. In
cases where some details were not publicly accessible, sup-
plemental information was generated to ensure consistency
and completeness across stimuli. Due to limited verifiability
regarding image edits, uniform placeholder content was em-
ployed in edit sections. Image descriptions for Levels 2 and
3 were sourced directly or slightly modified from available
descriptions; otherwise, descriptions were generated when
unavailable.

To minimize the risk of polarization, the stimuli featured
neutral topics such as finance, economics, and stock mar-
ket developments. However, each news source’s set included
one slightly polarizing article to allow comparative analy-
ses. Articles selection was also based on the availability of
image metadata, reducing the need for manual supplemen-
tation. Only stock or editorial images were included; gen-

3https://today.yougov.com/ratings/entertainment/popularity/news-
websites/all (accessed April 25, 2025).

4https://www.medietall.no/index.php?liste=persontall (ac-
cessed April 25, 2025).



erated images were deliberately excluded to ensure consis-
tency in provenance information. All articles were recent (at
the time the study was conducted), published from April
2024 onwards, and formatted for mobile devices, aligning
with predominant news consumption habits (Dunaway, Jo-
hanna and Searles, Kathleen 2023).

Participants
A representative sample of N = 6,114 adult participants com-
pleted our study. To allow for cross-country comparisons
and diversity in media landscapes, we recruited residents
from the USA (n = 2,053), UK (n = 2,044), and Norway (n
= 2,017). This reflected varying levels of trust. For example,
citizens in the US tend to have a lower and decreasing level
of trust in the news media compared to Norway (Hanitzsch,
Dalen, and Steindl 2018; Newman et al. 2024).

Participants were recruited using the YouGov market re-
search and data analysis platform5, which had a large base
of respondents in all selected countries. We chose to collect
a large sample per country (n ≃ 2, 000) to ensure represen-
tativeness. The sample size particularly applied to the large
population of the USA, but also to be able to detect small
effect sizes in a 4x2-mixed design. All participants were
randomly assigned to two conditions of image provenance
(No CC: n = 3, 047; Logo Only: n = 3, 044; Source CC:
n = 3, 073; Full CC: n = 3, 064), and both conditions of
outlet trust (low vs high).

Data collection was carried out in two rounds for each
country. This concerned a period of 11 days (28 October - 7
November 2024) in the US, 12 days (28 October - 8 Novem-
ber 2024) in the UK, and 26 days (30 October - 25 Novem-
ber 2024) in Norway. The respondents received points for
their participation, corresponding to 750 points in the US
(where 25,000 points can be exchanged for a $15 gift card),
50 points in the UK (with 5,000 points to be exchanged
for a £50 gift card), and 75 points in Norway (where 1,500
points can be exchanged for a NOK100 gift card). All partic-
ipants complied to a default informed consent form set up by
YouGov. No personal data was stored during data collection,
while open-ended answer fields were anonymized if needed.

The demographic data collected included age (M =
48.66, SD = 16.77), gender (50.79% female), region, ed-
ucation, household income, urbanization, occupation, and
political views. Demographics were mostly similar for in-
dividual countries, such as for age: Norway (M = 48.57,
SD = 17.19), the UK (M = 48.63, SD = 18.11), and the
USA (M = 48.77, SD = 17.68). The sample was well bal-
anced regarding age and gender in all countries. Similarly,
in terms of education, between 33.9% - 41.3% of the partic-
ipants in each country held at least a Bachelor degree. Re-
garding political viewpoints, in the UK and US, a majority of
30.7% positioned themselves in the middle between left and
right. 30.2% were leaning towards the right side and 31.3%
to the left. In Norway, 18.8% considered themselves as cen-
trist. A majority of 37.6% was either moderate right-wing
or right-wing, while 28.1% defined themselves as moderate
left-wing or left-wing. Note that although we shared the col-

5https://yougov.co.uk (accessed April 25, 2025).

lected dataset, the data cannot be used to identify individual
participants. Hence, we did not collect ‘personal data’.

Measures

The independent variable of image provenance was opera-
tionalized in two ways. On the one hand, we used it as a
continuous variable with values 0-3 for the four levels of
provenance, assuming linear effects. On the other hand, we
operationalized it as a set of dummy variables, in which the
three label conditions (level 1-3) were compared to the no-
CC baseline (level 0).

The main dependent variable was source trust, focusing
on individual media brands. It was derived from the media
trust framework of Strömbäck et al. (2020) that focused on
five layers of media trust. These related direct measurements
of trust to “information coming from news media”, focusing
here on trust in a media brand: “I generally trust information
from [news source]”, measured on a 7-point Likert scale.
This was used to measure trust evaluations at the start of
the questionnaire, as well as following each set of stimuli
for specific sources. In addition, we adapted one item from
Strömbäck et al. (2020) to inquire about a participant’s gen-
eral media trust: “I generally trust information from the news
media in the UK”, measured on a 7-point Likert scale. This
was used to explore moderating effects of image provenance
on source trust.

For measuring the perceived credibility of presented im-
ages, we used the proposed items of measuring media trust
by Strömbäck et al. (2020), based on the Meyer (1988) cred-
ibility index and credibility items (Gaziano and McGrath
1986). As questionnaire items related to factuality and com-
pleteness arguably did not apply to images, we only included
questionnaire items that inquired on the fairness, accuracy
and unbiasedness of media content, which were all impor-
tant determinants of trust (Strömbäck et al. 2020). We de-
signed 3 questionnaire items based on Gaziano and McGrath
(1986) to assess how fair, accurate, and biased our images
were in the context of economics and finance news. These
items were found to form a single construct, which was la-
belled as ‘perceived image credibility’ (α = 0.858).

Items to measure image transparency were based on ques-
tionnaire items from Feng et al. (2023). Using a set of 7
items (measured on 7-point Likert scales), we inquired on
the perceived clarity regarding the image’s content (i.e., “It
was clear what the image was showing”), creator, source,
creation date, verification, potential edits to the image, and
where to find further information about the image. These
items reliably formed a single construct (α = 0.896).

We also used demographic factors to examine possible
interaction effects with image provenance, obtained from
YouGov. This included age (continuous), gender (dichoto-
mous: male or female), and political orientation (participants
were asked to place themselves on a 10-point scale, ranging
from ‘left’ to ’right’).



Results
Source Trust
We first examined how provenance information affected
trust towards an individual news source or brand. We em-
ployed four random-effects linear regression models clus-
tered at the user level, analyzing a participant’s source trust
evaluation following each source. We found that increas-
ing levels of provenance information significantly increased
source trust, both as an ordinal measure (β = 0.17, p <
0.001) and when compared individually against the no-CC
baseline (Level 1: β = 0.13, p < 0.01; Level 2: β = 0.29,
p < 0.001; Level 3: β = 0.50, p < 0.001; see Model
1.1 in Table 1). We ran a similar analysis using a depen-
dent variable that measured the pre-post differences in trust
and obtained similar results (Level 1: β = 0.096; Level 2:
β = 0.31; Level 3: β = 0.48; all p < 0.001; not included in
Table 1 for brevity). Together, these findings highlight that
more detailed provenance labeling significantly increased
the perceived trustworthiness of news sources.

Figure 2: Impact of provenance information on perceived
source trustworthiness (pooled effects). Mean trust rat-
ings (dots) and 95% confidence intervals (bars) for four
provenance-cue conditions: No CC, Logo Only, Source CC
and Full CC. (a) Pooled data across all countries; (b–d)
country-specific effects for Norway, the UK and the USA.

We visualize the overall effects in Figure 2, along with
country-specific effects. While the overall effect per prove-
nance level shows a significant increase in source trust with

each step (see Figure 2a), there were some country-specific
differences. Most notably, only showing a CC logo did not
lead to an increase in trust for US-sourced media (see Figure
2d). However, the full CC (level 3 of provenance) attained
the highest level of source trust in all countries.

Figure 3: Effects on source trust in news sources across three
countries, Norway (NOR) [a,b], United Kingdom (UK) [c,d]
and United States of America (USA) [e,f]. Mean trust rat-
ings (dots) and 95% confidence intervals (horizontal lines)
are shown for the four levels in our labeling condition
variable: No CC, Logo Only, Source CC, Full CC; across
each source: NRK and ABC Nyheter (Norway), BBC and
The Sun (United Kingdom), and CBS and Huffington Post
(United States). Trust was measured with the item ‘I gen-
erally trust information from [source-name]’, on a 7-point
Likert scale.

High-trust vs. Low-trust Sources We further examined
how provenance details affect trust in low versus high-trust
media (Model 1.2, Table 1). We again found that provenance
information positively influenced trust overall (β = 0.17,
p < 0.001), but also observed that low-trust sources were
rated significantly lower (β = −1.05, p < 0.001), which
was in line with the findings of the Reuters Digital News
Report (Newman et al. 2024). Importantly, the interaction
showed that provenance information yielded stronger trust
gains for low-trust sources (β = 0.053, p = 0.037; Fig-
ure 3). This suggested that if a source suffered from a rela-
tively low level of public trust, the addition of C2PA prove-



Table 1: Three multilevel linear regression models predicting source trust, based on the presented provenance level and whether
a source had a low baseline level of trust. The results of Models 3.2-3.4 in Table 3 suggests full mediation between provenance
and source trust through image credibility (Baron and Kenny 1986). ∗∗∗p < 0.001, ∗∗p < 0.01, ∗p < 0.05.

Model 1.1 Model 1.2 Model 1.3 Model 1.4
β (S.E.) β (S.E.) β (S.E.) β (S.E.)

Provenance (vs Lvl 0):
Level 1 0.13 (0.043)∗∗
Level 2 0.29 (0.043)∗∗∗
Level 3 0.50 (0.043)∗∗∗

Provenance (all) 0.17 (0.013)∗∗∗ -0.0074 (0.012)
Low-trust source -1.05 (0.045)∗∗∗ -0.95 (0.042)∗∗∗
Provenance X Low Trust 0.053 (0.025)∗ 0.056 (0.023)∗
Image credibility 0.63 (0.0070)∗∗∗ 0.66 (0.011)∗∗∗

Intercept 3.91 (0.031)∗∗∗ 3.88 (0.026)∗∗∗ 1.38 (0.034)∗∗∗ 1.24 (0.049)∗∗∗

R2
within 0.019∗∗∗ 0.217∗∗∗ 0.138∗∗∗ 0.296∗∗∗

R2
between 0.006∗∗∗ 0.007∗∗∗ 0.346∗∗∗ 0.347∗∗∗

nance information would be more beneficial to them than for
sources or brands with a higher level of public trust.

We performed one-way ANOVAs to examine whether any
of the effects were subject to order effects, due to being
presented a specific outlet or condition first. Source trust
was revealed to not be affected by either showing the either
the high-trust or low-trust outlet first: F (1, 12226) = 0.14,
p = 0.70. In addition, the order in which news article pre-
views were presented neither affected source trust (all tests:
p > 0.25), nor other evaluative aspects.

Demographic Factors We explored interaction effects be-
tween provenance labels and a selection of demographic in-
formation on trust, but observed no significant interaction
effects. To do so, we again performed random-effects lin-
ear regression analyses, predicting source trust. For a partic-
ipant’s age, we observed a negative main effect on source
trust (Main effect: β = −0.014, p < 0.001), but did not find
a significant interaction effect between provenance and age
(p = 0.533). Similarly, we observed slightly lower levels of
trust among women (β = −0.13, p = 0.033), and found
that participants with a more right-leaning political orienta-
tion were less likely to trust news sources (β = −0.12, p <
0.001), but observed no interactions effects with the prove-
nance labels used (both p > 0.3). Finally, general media
trust had a strong positive effect on source trust (β = 0.55,
p < 0.001, R2

overall = 0.246), but again we did not observe
an interaction effect with provenance on trust (p = 0.210).
This showed that the effects of provenance labels on source
trust did not depend on demographic factors.

Image Credibility and Transparency
Next, we examined user perceptions towards our image
content. This addressed media content level effects, which
were expected to be determinants of brand level effects (i.e.,
source trust; cf. (Strömbäck et al. 2020)). We again used
multilevel linear regression models clustered at the user

level. Perceived transparency increased significantly with
more detailed provenance information, both when treated
as an ordinal variable (β = 0.72, p < 0.001) and when
comparing each provenance level against the no-CC baseline
(Level 1: β = 0.37; Level 2: β = 1.51; Level 3: β = 2.01,
all p < 0.001; see Models 2.1-2.2 in Table 2). These re-
sults indicate that more detailed provenance information ef-
fectively enhances transparency perceptions.

Figure 4: Effect of provenance labels on perceived im-
age credibility for users familiar with a source or media
brand versus unfamiliar users. Mean image credibility rat-
ings (dots) and ±1 standard error bars are plotted for four la-
beling conditions: No CC, Logo Only, Source CC, and Full
CC, separately for participants who reported using the news
source (“Familiar User”, red) and those who did not (“Un-
familiar User”, blue). Image credibility was measured at the
news source level based on three items (“The images are
[fair]/[unbiased]/[accurate] when covering economy and fi-
nance topics”), using 7-point Likert scales.

The perceived credibility of images used by a specific
source also increased with more detailed provenance in-



Model 2.1 Model 2.2 Model 2.3
β (S.E.) β (S.E.) β (S.E.)

Provenance (vs Lvl 0):
Level 1 0.37 (0.017)∗∗∗
Level 2 1.51 (0.017)∗∗∗
Level 3 2.01 (0.017)∗∗∗

Provenance (all) 0.72 (0.0055)∗∗∗ 0.74 (0.0058)∗∗∗
User Familiarity -0.078 (0.021)∗∗∗
Provenance X Familiarity 0.14 (0.012)∗∗∗

Intercept 3.12 (0.016)∗∗∗ 3.02 (0.015)∗∗∗ 3.00 (0.015)∗∗∗

R2
within 0.359∗∗∗ 0.346∗∗∗ 0.350∗∗∗

R2
between 0.189∗∗∗ 0.179∗∗∗ 0.183∗∗∗

Table 2: Three multilevel linear regression models predicting perceived image transparency, based on the extent to which
provenance information was shown. ∗∗∗p < 0.001, ∗∗p < 0.01, ∗p < 0.05.

formation (see Figure 4). Two random-effects regression
models indicated significant positive effects for both ordi-
nal provenance (β = 0.28, p < 0.001) and individual
provenance levels relative to baseline (Level 1: β = 0.087,
p < 0.01; Level 2: β = 0.54, p < 0.001; Level 3: β = 0.77,
p < 0.001; Table 3). Thus, providing detailed provenance
information enhances perceptions of image credibility, es-
pecially at higher detail levels.

User Familiarity with a Source We also analyzed the ef-
fects on perceptions of image credibility and transparency,
considering whether they were familiar users of a specific
news source or reported not to use one (i.e., unfamiliar). The
main effect of familiarity and the interaction between famil-
iarity and provenance were added to the models of trans-
parency and credibility.

For perceived image transparency, a significant interac-
tion was found between provenance information and user fa-
miliarity with the source (cf. Model 2.3, Table 2). Although
‘familiar users’ exhibited slightly lower overall transparency
perceptions (β = −0.078, p < 0.001), the interaction in-
dicated a stronger positive effect of provenance informa-
tion among current users (β = 0.14, p < 0.001). Hence,
provenance details particularly enhanced transparency per-
ceptions among current readers of a given news platform,
suggesting that implemented C2PA provenance labels could
also benefit a platform’s current readership.

For perceived image credibility, we also observed a signif-
icant interaction between provenance information and user
familiarity (cf. Model 3.3 in Table 3). Here, both provenance
(β = 0.29) and familiarity (β = 0.25; both p < 0.001) pos-
itively affected image credibility. In addition, we observed a
positive, but much weaker, interaction effect between prove-
nance and familiarity (β = 0.039, p < 0.05), indicating that
provenance labels have a stronger effect on credibility for
users who are regular users of a media brand. This suggested
that familiarity was a relatively important determinant of im-
age credibility perceptions, in addition to provenance labels.

Mediation Analysis
Lastly, we explored whether image credibility perceptions
mediated the relationship between provenance informa-
tion and source trust. Employing the regression mediation
method recommended by Baron and Kenny (1986); Zhao,
Lynch Jr, and Chen (2010), we observed that provenance
information significantly predicted image credibility (path
a; Model 3.2 in Table 3), which in turn also significantly
predicted source trust (path b; β = 0.63, p < 0.001, see
Model 1.3 in Table 1). Although source trust was signifi-
cantly predicted by provenance (path c; see Model 1.2 in
Table 1), we found that these provenance effects were no
longer present when controlling for image credibility (path
a × b × c; p = 0.528, see Model 1.4 in Table 1. Thus,
following (Baron and Kenny 1986; Zhao, Lynch Jr, and
Chen 2010), we found that image credibility fully mediated
the effects of provenance details on source trust, indicating
that provenance labels enhanced trust primarily through im-
proved perceptions of image credibility. Transparency also
mediated provenance effects in a similar way, although im-
age credibility had stronger mediation effects (these results
are omitted for the sake of brevity).

These findings show that providing accessible and de-
tailed provenance information significantly contributes to
media trust through improved perceptions of transparency
and image credibility. This aligns with the framework of
Strömbäck et al. (2020), as media content effects (i.e., image
credibility) predict media brand effects (i.e., source trust).

Discussion and Conclusion
This paper has rigorously examined the effects using C2PA
technology for image provenance labels in digital news. We
have demonstrated that news article images accompanied
by C2PA provenance labels are perceived as more transpar-
ent and fair than images without a label. In turn, the news
sources who have shown such a label are attributed higher
levels of trust. This all particularly holds for labels that show
specific details of image provenance, such as date of creation



Model 3.1 Model 3.2 Model 3.3
β (S.E.) β (S.E.) β (S.E.)

Provenance (vs Lvl 0):
Level 1 0.088 (0.028)∗∗
Level 2 0.54 (0.028)∗∗∗
Level 3 0.77 (0.028)∗∗∗

Provenance (all) 0.28 (0.0090)∗∗∗ 0.29 (0.0095)∗∗∗
User Familiarity 0.25 (0.035)∗∗∗
Provenance X Familiarity 0.039 (0.019)∗

Intercept 4.06 (0.022)∗∗∗ 3.99 (0.019)∗∗∗ 4.03 (0.019)∗∗∗

R2
within 0.126∗∗∗ 0.118∗∗∗ 0.130∗∗∗

R2
between 0.0251∗∗∗ 0.0239∗∗∗ 0.0413∗∗∗

Table 3: Three multilevel linear regression models predicting perceived image credibility. Provenance represents four level of
Content Credentials (CC): ‘No CC’ (lvl 0), ‘Logo Only’ (lvl 1), ‘Source CC’ (lvl 2), ‘Full CC’ (lvl 3). ∗∗∗p < 0.001, ∗∗p < 0.01,
∗p < 0.05.

and location.

We offer three primary contributions. First, we address the
existing gap in the peer-reviewed literature by systematically
evaluating the effects of provenance labels in a controlled
experimental setting. Previous pilot studies conducted by
BBC Research & Development (Monday and Strappelli
2024) lack peer-review validation and were focused on a
single platform, while the only other peer-reviewed study in
this domain examines provenance labels exclusively within
social media platforms (Feng et al. 2023). Second, we
go beyond these preliminary findings by investigating ef-
fects across multiple platforms, including both low-trust and
high-trust media sources. Our research indicates that even
established high-trust sources, such as Norway’s NRK, can
further enhance user trust through the implementation of
C2PA provenance labels. At the same time, our findings
highlight the potential for significant trust-building effects
among lower-trust news platforms. Third, we have used a
large representative sample of participants (n = 6,114) cover-
ing three different countries with distinct media landscapes
(USA, UK, Norway), ensuring that our results provide ro-
bust evidence that can generalize broadly across ‘western’
media contexts. In doing so, we have observed some nu-
anced differences between countries, noting that absolute
differences in source trust are due to a brand selection ef-
fect (e.g., The Sun (UK) had a comparatively low trust rat-
ing), but also differences in trust in the media landscape
(Strömbäck et al. 2020; Tsfati and Ariely 2014).

An essential finding is the relationship between the
amount of provenance detail provided and the degree of
source trust fostered. Labels with more detailed provenance
metadata significantly enhance perceived transparency and
image credibility, subsequently boosting overall trust to-
ward the news source. However, this impact on source trust
appears to be a second-order effect, as indicated by rela-
tively smaller regression coefficients and lower R2 values.
Thus, provenance labels primarily foster source trust when

users clearly perceive detailed provenance information. This
aligns with journalism trust frameworks (Strömbäck et al.
2020), highlighting transparency and image credibility as
critical to building trust (Gaziano and McGrath 1986; Meyer
1988). Furthermore, our study introduces a technological ap-
proach that effectively “opens the black box” of image cre-
dentials, analogous to transparency-based trust interventions
commonly explored in the domains of explainable AI and
human-computer interaction (Martel and Rand 2024; Tsfati
and Cappella 2003).

Our methodology extends beyond previous work (Mon-
day and Strappelli 2024; Feng et al. 2023) by considering
sources with varying baseline trust levels (Newman et al.
2024). Specifically, we find that provenance information has
a greater impact on trust for news sources initially perceived
as less trustworthy, likely due to a larger margin for trust im-
provement compared to highly reputable sources like BBC
News. Larger gains in source trust are possible for source
with relatively low levels of public trust. This would be an
example of how individual media brands could build trust in
the face of mistrust (Strömbäck et al. 2020), by focusing on
improving their media content to benefit their brand (Fisher
2016; Fisher et al. 2021).

Our findings on source trust should be contextualized as
a media brand effect, determined by adaptations in media
content (Strömbäck et al. 2020). We show that emphasiz-
ing the veracity of media content through provenance la-
bels benefits the credibility of media content, which in turn
also supports the trustworthiness of the source (Fisher 2016).
This type of trust is rooted in information theory (Strömbäck
et al. 2020), for which it is postulated that the credibility
of the information presented can be increased by reducing
its ambiguity, based on subdimensions such as fairness, im-
partiality and accuracy (Gaziano and McGrath 1986; Meyer
1988; West 1994). Therefore, additional media content inter-
ventions should also focus on supporting these dimensions,
supporting source or brand trust by enhancing media content



trust (Strömbäck et al. 2020).
In addition, we have observed differential effects based

on user characteristics and demographics. Most notable, we
considered their existing familiarity and engagement with a
news source. Provenance labels had stronger effects on im-
age perceptions among individuals who regularly consume
content from the evaluated sources, even though this effect
was comparatively small. This indicates that the preexist-
ing trust levels do not limit potential gains in image percep-
tions and, in turn, source trust. Moreover, there is still an
opportunity to enhance the trust levels of new or infrequent
users through provenance labeling. This finding does con-
trast with the preliminary research of the BBC (Monday and
Strappelli 2024), which showed that trust gains are larger
among non-BBC users. In contrast, the effects of provenance
labels do not seem to be moderated by demographics fac-
tors, such as age, gender, political orientation, and general
media trust, which is arguably surprising. For example, we
did not find evidence that younger people consume media
content in a significantly different way (Galan et al. 2019),
beyond a small main effect of age on source trust. One rea-
son could be that our provenance media content is suffi-
ciently understandable across different demographic groups,
but this could be examined further in a follow-up study.

Limitations
Our study also has certain limitations. For instance, we ex-
plored mediation between provenance, image credibility,
and trust using Baron and Kenny’s regression-based ap-
proach (Baron and Kenny 1986), despite critiques regard-
ing its simplicity (cf. Zhao, Lynch Jr, and Chen (2010)).
This choice was motivated by the complexity and nested
nature of our dataset, deeming this mediation analysis the
most feasible option. Nevertheless, the full mediation effect
we observed aligns well with contemporary guidelines on
regression-based mediation analysis (Zhao, Lynch Jr, and
Chen 2010).

Another limitation relates to our experimental design. The
controlled environment presented participants with partial
news content, without enabling natural self-selection behav-
iors typically found in actual news consumption. While our
findings robustly highlight the positive impacts of prove-
nance labels, real-world applicability could be further con-
firmed through studies involving naturalistic settings.

Moreover, the explanation for differences between high-
trust and low-trust sources could be confounded by the na-
ture of the sources. NRK (Norway) and BBC (UK) are both
public broadcaster, which may benefit from an additional in-
crease in trust compared to commercial sources (cf. (New-
man et al. 2024)). However, since we have observed similar
differences between high-trust and low-trust sources in the
USA, where both sources are commercial, we expect this to
not have played a significant role in our results.

Future Work
Consequently, we recommend future research to evaluate
provenance labels on active news websites. Given that our
experimental setup prominently featured the provenance la-

bel and image, this likely amplified their perceived effective-
ness. News organizations involved in early C2PA pilot stud-
ies have tended toward smaller, less detailed labels to reduce
visual clutter (Monday and Strappelli 2024). Therefore, fu-
ture work could explore interactive provenance labels. For
example, labels could initially display minimal information
(our Level 1), allowing interested users to access detailed
provenance metadata (Levels 2 or 3) through interactive ele-
ments such as drop-down menus triggered by clicking the
Content Credentials icon. Regardless of the specific label
design evaluated, we believe provenance labeling will be-
come a significant factor in enhancing user trust within dig-
ital news ecosystems.
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